AV Risk & Security Audits

Risk Assessment & Security Audits
ADVISORY

YOUR CISO

"Your CISO, without the complexity" www.avsecadvisory.eu

83% 197 4.45M 95%

of breaches from known vulns average days to detect EUR avg data breach cost risks reduced with assessment

ASSESSMENT SERVICES

Risk Assessment: Holistic risk assessment per ISO 27005 / NIST CSF

Security Audit: Review of policies, procedures and technical measures
Vulnerability Assessment: Identifying vulnerabilities in infrastructure and apps
Compliance Audit: Compliance assessment with NIS2, ISO 27001, GDPR
Third-Party Risk: Assessment of third-party and vendor risks

Business Impact Analysis: Assessing impact on business operations

METHODOLOGY
Frameworks & Standards Deliverables
e |SO 27005 Risk Management ® Risk Register & Heat Map
e NIST Cybersecurity Framework ® Executive Summary
e CIS Controls v8 e Technical Findings Report
* OWASP Top 10 e Risk Treatment Plan
* ENISA Guidelines * Management Presentation

AUDIT PROCESS

1. Scoping — Defining audit scope and assessment objectives

2. Information Gathering — Collecting documentation and conducting interviews
3. Analysis — Analysing threats, vulnerabilities and existing controls

4. Reporting — Findings report with prioritisation and recommendations

5. Remediation Support — Supporting implementation of corrective actions

Ready to get started?

Contact us for a free initial assessment.




